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ABSTRACT. AI techniques are transforming inverse problems, much as they are reshaping the sci-
ences more broadly. This transformation brings substantial opportunities alongside serious chal-
lenges, foremost among them the trustworthiness of AI-based methods. Advancing trustworthiness
requires a precise understanding of the phenomena that undermine it. In this paper, we analyse
three such phenomena – hallucinations, generalised hardness of approximation (GHA), and insta-
bility. Although these issues are widespread in modern AI, we examine their specific manifesta-
tions in inverse problems. We document that, owing to these phenomena, there are fundamental
limits, stability-accuracy trade-offs, and ‘no free lunch’ results for inverse problem reconstruction
methods. Only by recognising and characterising these mechanisms can we make progress to-
wards trustworthy AI for inverse problems; accordingly, we distil principles and recommendations
to guide the development of trustworthy AI methods.
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1. INTRODUCTION

AI is reshaping the sciences – spanning scientific computing and applied/computational math-
ematics – and, more broadly, society. Inverse problems arise throughout these areas and are
inherently interdisciplinary; as AI transforms the surrounding disciplines, it necessarily trans-
forms inverse problems as well. The broader challenges of AI in science – above all, the need for
trustworthy methods – therefore apply with equal force here. Creating trustworthy AI techniques
is highly challenging and one of the final frontiers in AI research, and this paper is thus organised
around the following fundamental question:

Q1: How can we make AI techniques trustworthy for inverse problems?

In order to address the above question, we must identify the different phenomena that make this
problem challenging. There are several of these phenomena, and we will focus on the following
three issues:

(i) Hallucinations – The phenomenon where plausible but wrong and deceptive outputs are
produced by an AI method.

(ii) Generalised hardness of approximation (GHA) – The phenomenon where algorithms can
easily compute a solution to a problem with accuracy ϵ > ϵ1 (the approximation thresh-
old), but it becomes hard or impossible to compute a solution with accuracy ϵ < ϵ1.

(iii) Instability – The phenomenon where small perturbations of inputs to an algorithm pro-
duce huge differences in the output.

We do not attempt to fully resolve question Q1 above on achieving trustworthy AI for inverse
problems. As the theorems below indicate, fundamental barriers preclude simple remedies – a
‘no free lunch’ phenomenon. Consequently, trade-offs are inevitable, and progress likely requires
methods that can acknowledge uncertainty and simply say ‘I don’t know’. We elaborate on three
central issues below.

Hallucinations – the phenomenon where an AI produces incorrect yet highly plausible outputs
or provides false reasoning – are one of the most significant challenges facing modern AI systems.
They are particularly delicate because they are difficult to detect, yet frequently occur when AI
is used in scientific and industrial sectors, as well as in society more broadly. Their presence is a
major obstacle to the development of fully trustworthy AI, which raises concerns in safety-critical
applications:

“The most serious issue when applying deep learning for discovery is that of hal-
lucination. [...] These hallucinations are deceptive artifacts that appear highly
plausible in the absence of contradictory information and can be challenging, if
not impossible, to detect.” — Nature Methods (2019) [21].

Moreover, it has become apparent that hallucinations occur in most, if not all, applications of
AI-inspired techniques. This includes medical imaging [33, 80] (see Figure 1), microscopy [21],
as well as inverse problems more generally [56], chatbots and large language models (LLM) [92],
computer vision [79], automated medical diagnosis, and image classification [52] (see Figure
3). Reflecting its widespread impact on current scientific and public discourse, the Cambridge
Dictionary selected ‘hallucinate’ as its 2023 Word of the Year [42].
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FIGURE 1. (AI-generated hallucinations in different imaging modalities).
Trained NNs Ψ: Cm → RN for different imaging modalities generate hallucina-
tions, i.e., realistic-looking artifacts, when evaluated on test data. Note thatm,N
and A (from (2.1)) vary between the experiments (different imaging modalities).
In the first three rows we consider trained NNs from the cited publications. In
row four, we trained a NN using data from [86]. For more information on the
training procedure, see [56].
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Generalised hardness of approximation (GHA) [8, 14, 15, 17, 20, 41, 48, 53] is the phenom-
enon whereby one can efficiently compute an ϵ-approximation to a solution for any ϵ > ϵ1 > 0,
but once ϵ drops below the threshold ϵ1, the task abruptly becomes hard or impossible – e.g., not
solvable in polynomial time or non-computable. This phenomenon is widespread in optimisa-
tion used in machine learning and also training of AI methods. Moreover, this phase transition
phenomenon arises when training neural networks (NNs) to solve inverse problems. Specifically,
for any underdetermined linear inverse problem with nontrivial nullspace, there exists a family of
training sets Ω such that for each T ∈ Ω an optimal NN exists, yet it is computable only up to
accuracy ϵ1 > 0. For ϵ < ϵ1, computing such NNs is not merely intractable but impossible: no
randomized algorithm succeeds with probability exceeding 1/2. Moreover, despite the existence
of a stable optimal NN, any attempt to compute it to accuracy below twice the threshold, 2ϵ1,
yields an unstable network (see §5).

Instability is the phenomenon when a small perturbation to the input of an AI method makes
huge changes to the output. Neural networks become universally unstable (non-robust) when
trained to solve such problems in virtually any application [3,5,6,19,36–38,52,64,65,95], making
the non-robustness issue one of the fundamental issues in AI. The vast literature on this issue
– often referring to the instability phenomenon as a vulnerability to adversarial attacks – has
not been able to solve the problem. Inverse problems are not an exception, and instabilities
have been reported throughout various applications such as Magnetic Resonance Imaging (MRI),
Computerised Tomography (CT), etc [6, 56].
Notation. We denote by Bp

δ (x) the open ball of radius δ centred at x in ℓp and set Bp
δ(x) as

its closure. Let L, d,m,N ∈ N and N := (NL, NL−1, . . . , N1, N0) be a vector in NL+1 with
N0 = m,NL = N . A (feedforward) Neural Network (NN) with dimensions (N, L) is a map
ϕ : Rm → RN such that ϕ = WLσWL−1σWL−2 . . . σW 1 where, for l = 1, 2, . . . , L, the map
W l : RNl−1 → RNl is affine i.e. W lxl = Alxl + bl with bl ∈ RNl and Al ∈ RNl×Nl−1 . The map
σ : R → R is interpreted as a coordinate-wise map and is called the activation function, usually
chosen to be continuous and non-polynomial [3]. For ϵ > 0 and y ∈ Cm, we define the local
ϵ-Lipschitz constant of a mapping Φ: Cm → CN as

Lϵ(Φ, y) = sup
z∈Cm

0<∥z−y∥p≤ϵ

∥Φ(z)− Φ(y)∥p
∥z − y∥p

, where ∥ · ∥p is the p norm.

We also define the global Lipschitz constant as L(Φ) = supy,z∈Cm, y ̸=z
∥Φ(z)−Φ(y)∥p

∥z−y∥p . We denote
the set of neural networks with fixed dimensions N and L by NN (N, L). For m,N ∈ N, we
also denote the set of all neural networks from Rm → RN by NNm,N .

2. MACHINE LEARNING IN INVERSE PROBLEMS AND IMAGING

Over the past decade, AI techniques have markedly advanced inverse problems and imag-
ing [3, 21, 59, 67, 78, 84, 86, 99]. As with any powerful tool, careful deployment is essential: AI
methods can hallucinate or produce other unexpected errors [6, 21, 56, 73, 80]. A recent SIAM
News article, ‘Learning in Image Reconstruction: A Cautionary Tale,’ [33] offers a careful dis-
cussion of these points. Such considerations are particularly important in safety-critical settings
such as medical imaging, where reliability is paramount and errors may have significant con-
sequences (see Figure 1). At the core of image reconstruction lies a canonical form of inverse
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problem, typically modelled as:

Given measurements y = Ax+ e, recover x. (2.1)

Here, A ∈ Cm×N is the sampling operator (also known as the measurement matrix), y ∈ Cm

represents the observed measurements, e ∈ Cm denotes measurement noise, and x ∈ CN is the
unknown signal or image to be recovered – often a vectorized form of a 2D or 3D image.

Despite its apparent simplicity, equation (2.1) effectively models a wide range of imaging
problems. However, these problems are frequently ill-posed, particularly when the number of
measurements is limited or the measurement process is ill-conditioned. For instance, in applica-
tions like undersampled MRI, we often have rank(A) < N , which implies that the null space
N (A) is non-trivial. In fact, whenever m < N , there are infinitely many possible solutions con-
sistent with the data. In other scenarios, such as image debluring, A may have full rank but be
ill-conditioned, making the solution highly sensitive to noise due to the numerical instability.

To solve the inverse problem (2.1), the aim is to construct a reconstruction map:

Ψ : Cm → CN , such that Ψ(Ax) ≈ x, x ∈ M1. (2.2)

One normally assumes that the desired images x belong to some set M1 ⊂ CN , which is some-
times referred to as a model class or image manifold. AI-based methods are data-driven, meaning
that a map Ψ is learned from a training set T = {(xi, yi)}ℓi=1 ⊂ CN ×Cm, consisting of (noisy)
measurements yi = Axi + ei and the corresponding ground truth images xi, which (implicitly)
defines the model class M1. However, as discussed above, in practice the reconstruction method
Ψ in (2.2) may produce unwanted results, leading to the fundamental and pressing question:

Q2: Why does the hallucination phenomenon happen in AI-based methods for solving
inverse problems such as (2.1), and why can AI-based methods become unstable?

Understanding issues (i) and (iii) above are clearly central to answering question Q2. How-
ever, as we will see, issue (ii) on the phenomenon of GHA is also crucial, and this can be traced
from its origins in optimisation. Because modern machine learning and AI are fundamentally
optimisation-driven, answering question Q1 and Q2 requires an examination of GHA in optimi-
sation.

2.1. Optimisation in machine learning and inverse problems. Convex optimisation provides
a mainstay for machine learning including optimisation problems such as Linear Programming
(LP), Semidefinite Programming (SDP), Basis Pursuit (BP) and LASSO (constrained and uncon-
strained). Classic examples include LP formulations of Markov decision processes [75, 85] and
ℓ1-regularized support vector machines that utilise LPs [103]. Similarly SDPs are used to learn
matrices (e.g. to make recommender systems) via matrix completion [70,76]. Moreover, LASSO
is used in high-dimensional regression, classification and feature selection [63] Finally, all four
of these convex optimisation problems are used in inverse problems via compressed sensing and
low-rank matrix recovery [3].

The aforementioned optimisation problems are defined as follows:

(i) Linear Programming (LP)

Ξ(y,A) := argmin
x

⟨x, c⟩ subject to Ax = y, x ≥ 0, (2.3)
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(ii) Basis Pursuit (BP)

Ξ(y,A) := argmin
x

∥x∥1 subject to ∥Ax− y∥2 ≤ δ, δ ∈ [0, 1], (2.4)

(iii) Unconstrained Lasso (UL)

Ξ(y,A) := argmin
x

∥Ax− y∥22 + λ ∥x∥1, λ ∈ (0, 1], (2.5)

(iv) Constrained Lasso (CL)

Ξ(y,A) := argmin
x

∥Ax− y∥2 subject to ∥x∥1 ≤ τ, τ > 0, (2.6)

(v) Semidefinite Programming (SDP)

Ξ(b1, b2, . . . , bm, A1, A2, . . . , Am) := argmin
X∈Sn

⟨C,X⟩Sn subject to ⟨Ak, X⟩Sn = bk,

X ⪰ 0, k = 1, . . . ,m.
(2.7)

In the above notation we have A ∈ Rm×N , y ∈ Rm, c ∈ RN . For SDP, the notation is

C,Ak ∈ Sn (real n× n symmetric matrices), bk ∈ R, ⟨C,X⟩Sn = trace(CTX).

Important note! In machine learning and inverse problems these optimisation problems
are often about computing a minimiser or an approximate minimiser. They are not about
computing the objective function.

We have deliberately stated the above optimisation problems as ‘argmin-problems’. That is,
the function Ξ to be computed is the set-valued function of all the minimisers. However, in the
case of several minimisers, we are only interested in approximating any minimiser and not every
minimisers. The reason why this is important is that there is a crucial difference between com-
puting approximations to minimisers compared to computing an approximation to the objective
function in optimisation.

Remark 2.1 (Objective function vs minimisers). There is a very rich literature [25, 30, 34, 72,
81–83,100,101] on how to compute the objective function, and, in particular, the minimum value
f(x∗) = min{f(x) |x ∈ X}, for some convex function f : Rd → R, convex set X ⊂ Rd, and
minimiser x∗ ∈ X . The traditional problem of interest is as follows. Given ϵ > 0, compute an
xϵ ∈ Rd such that f(xϵ)− f(x∗) ≤ ϵ. Note that

f(xϵ)− f(x∗) ≤ ϵ ≠⇒ ∥xϵ − x∗∥ ≤ ϵ.

Thus, computing xϵ such that

∥xϵ − x∗∥ ≤ ϵ,

which is the main goal in many machine learning and inverse problems, is a different and harder
problem than computing an approximation to the objective function.

The reason why Remark 2.1 is central is because the GHA phenomenon happens almost uni-
versally when computing minimisers to the above problems. Moreover, GHA happens also when
considering randomised algorithms, which represent a mainstay in modern machine learning.
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2.2. Randomised algorithms in machine learning, optimisation and inverse problems. When
addressing optimisation in machine learning, one must include randomised algorithms. Indeed,
randomised algorithms in optimisation are woven through modern machine learning because in-
jecting randomness may help explore large, complicated search spaces more efficiently; may
potentially avoid worst-case behaviour of deterministic rules; and may cut computation time by
working with randomly chosen samples instead of full data sets. In deep learning they are cru-
cial: stochastic gradient descent (and its variants) uses mini-batches to scale to huge datasets, and
may potentially help escaping saddle points and local minima which are present due to the use of
non-convex loss functions.

Randomisation is also natural in AI methods for inverse problems. Note that in learning-based
methods, one makes little or no explicit assumptions about M1 in (2.2), as for example done
in more classical methods such as compressed sensing [3]. Instead, one is given a training set
T = {(xi, yi)}ℓi=1 ⊂ CN × Cm, where yi = Axi + ei are noisy measurements of xi. One then
uses T to learn a reconstruction map Ψ: Cm → CN . For instance, given a class NN of NNs
φ : Cm → CN , a regularization term J : NN → R≥0 and a regularization parameter λ ≥ 0, a
standard choice involves (approximately) solving the regularized training problem

min
φ∈NN

1

|T |
∑

(x,y)∈T

1

2
∥φ(y)− x∥2 + λJ(φ). (2.8)

Typically, the training optimisation problem (2.8) is attempted solved with randomised algorithms
(e.g. stochastic gradient descent) – for the reasons discussed above. This discussion on optimisa-
tion in machine learning and inverse problems leads to the following key question:

Q3: How can one guarantee accurate computations of approximate minimisers to convex
and non-convex optimisation problems – potentially using randomised algorithms?

It is impossible to answer to above question without understanding the highly delicate and intri-
cate phenomenon of generalised hardness of approximation.

3. GENERALISED HARDNESS OF APPROXIMATION (GHA) AND PHASE TRANSITIONS

GHA captures how the computational difficulty of achieving a prescribed accuracy depends on
the accuracy parameter itself: as the tolerance ϵ varies, the difficulty of obtaining an ϵ-accurate
solution can shift abruptly from easy-to-compute to intractable and potentially non-computable.
More precisely, let

Ξ : Ω → M,

which is the desired function to compute approximately, where Ω is some set and (M, d) is a
metric space. The associated ϵ-approximate computational problem is: given an instance ι ∈ Ω

and tolerance ϵ > 0, compute ξ ∈ M such that dist(ξ,Ξ(ι)) = infa∈Ξ(ι) d(ξ, a) ≤ ϵ. GHA
concerns how the difficulty of this task changes with ϵ.

Suppose we have an ϵ-approximate computational problem and two disjoint classes of com-
putational problems, S1 and S2, corresponding to two different hardness/easiness regimes. Let
ϵ1 ≥ ϵ2 > 0 be thresholds and suppose that S1 ∩ S2 = ∅. For example:

S1 = P (solvable in polynomial time), S2 = P c (the complement of P ).
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We say that the problem exhibits an (S1, S2)-phase transition at (ϵ1, ϵ2) if:

The approximate computational problem ∈ S1, for ϵ > ϵ1,

The approximate computational problem ∈ S2, for ϵ < ϵ2.
(3.1)

If ϵ1 = ϵ2, the transition is said to be sharp, and the common value ϵ1 is called the approxima-
tion threshold. This sharp transition is illustrated schematically below:

Sharp phase transition
at ϵ1 in generalised

hardness of approximation
0

ϵ
ϵ1

ϵ > ϵ1 :

ϵ-approximation ∈ S1

ϵ < ϵ1 :

ϵ-approximation ∈ S2

(3.2)
A well established case of this phenomenon is hardness of approximation in computer science, in
particular, in discrete optimisation.

Example 3.1 (Hardness of approximation in computer science). GHA extends the classical notion
of hardness of approximation (HA) [7,8,20,51,61,94] from discrete complexity theory to general
settings in computational mathematics. The much celebrated PCP theorem [7–9, 51] implies that
there are large collections of discrete combinatorial optimisation problems for which there is a
sharp (S1, S2)-phase transition at ϵ1 ≥ 0 (where ϵ1 depends on the problem), where

S1 = P, S2 = P c.

GHA abstracts and generalises this threshold behaviour beyond combinatorics – e.g., to continu-
ous optimisation, numerical linear algebra, and spectral problems. The strictness of the boundary,
in the discrete combinatorial setting, typically hinges on the P vs. NP question: ϵ1 > 0 under the
prevailing assumption P ̸= NP, whereas ϵ1 = 0 would follow if P = NP. Note however that, in
general, the GHA phenomenon and the ϵ1 threshold is independent of the P vs. NP question. In
particular, the P vs. NP question only surfaces in the discrete combinatorial settings with S1 = P .

This framework above naturally extends to more than two classes. Let S1, . . . , Sk be mutually
disjoint sets of approximate problems (i.e., Si ∩ Sj = ∅ for i ̸= j), and let the sequence of
thresholds ϵ1, . . . , ϵ2(k−1) > 0 satisfy:

ϵ1 ≥ ϵ2 > ϵ3 ≥ ϵ4 > · · · > ϵ2k−3 ≥ ϵ2(k−1).

Then, the problem exhibits an (S1, . . . , Sk)-phase transition at (ϵ1, . . . , ϵ2(k−1)) if:

The ϵ-approximate problem lies in S1, for ϵ > ϵ1,

The ϵ-approximate problem lies in S2, for ϵ3 < ϵ < ϵ2,

...

The ϵ-approximate problem lies in Sk−1, for ϵ2k−3 < ϵ < ϵ2k−4,

The ϵ-approximate problem lies in Sk, for ϵ < ϵ2(k−1).

(3.3)

A transition at ϵ2j−1 is called sharp if ϵ2j−1 = ϵ2j for some j, in which case ϵ2j−1 is an approxi-
mation threshold.
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3.1. GHA in computations – Including randomised algorithms. The GHA phenomenon can
be found throughout the computational sciences and include many core areas as mentioned in the
list below:

(i) Computer science and discrete optimisation (hardness of approximation). Famous ex-
amples in computer science include the MAX-3SAT problem and the MAX-CUT prob-
lem [62]. However, there is a plethora of problems in discrete approximation where the
GHA phenomenon occurs.

(ii) Computing optimal neural networks for inverse problems. As we discuss in this paper
(see §5), computing optimal neural networks for inverse problems is a situation where
GHA occurs and links to the phenomenon of instability.

(iii) Computing neural networks in deep learning. GHA occurs in general when computing
neural networks in deep learning. This includes both image classifications and inverse
problems [18, 41].

(iv) Computing minimisers of convex optimisation problems (continuous optimisation). The
GHA phenomenon is particularly rich in continuous optimisation including basic prob-
lems such as Linear Programming, LASSO, Basis Pursuit, etc. (see §4).

In the following we shall describe the widespread nature of the GHA phenomenon across AI
for inverse problems. The very barriers that GHA describes therefore have a wide impact on
the difficulty of establishing trustworthy algorithms. We mention in passing that GHA is part
of the program on the Solvability Complexity Index (SCI) hierarchy – which is a program that
allows for characterising the foundations of computational mathematics. We refer the reader
to [22–24, 40, 41, 60] for more details.

Remark 3.2 (GHA and randomised algorithms). We note an important remark that in the above
cases (ii)-(iv) the GHA phenomenon is valid also when considering randomised algorithms. This
is crucial as randomness is ubiquitous in algorithms used in modern AI techniques. We emphasise
that all our results regarding GHA and randomised algorithms hold for deterministic algorithms
as well. Thus, from a GHA point of view, it does not matter if one uses, for example, stochastic
gradient descent or a deterministic gradient descent algorithm, they will both be subject to GHA.

4. GHA IN OPTIMISATION AND MACHINE LEARNING – SMALE’S 9TH PROBLEM

The first example of GHA, that we discuss in detail, concerns the optimisation problems de-
fined specifically in §2.1. These optimisation problems are at the heart of modern computational
mathematics. They have been extremely well studied, but there are still important questions to be
answered. For instance, Smale’s 9th problem contained in the list of mathematical problems for
the 21st century [91] focuses on linear programs and reads

Is there a polynomial time algorithm over the real numbers which decides the
feasibility of the linear system of inequalities Ax ≥ y, and if so, outputs such an
x?

Here, there is an underlying assumption that the inputs (y,A) to any such algorithm are repre-
sented exactly. In practice, this assumption breaks down due to the underlying nature of modern
computers, which employ floating point arithmetic to represent numbers. Problems involving ir-
rational numbers cannot be represented exactly on a computer (this is an immediate consequence
of having uncountably many irrational numbers). Furthermore, base-2 floating point arithmetic
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does not even allow fractions like 1/3 to be stored exactly. This fact has not escaped mathemati-
cians interested in computation. For example, in the list of mathematical problems for the 21st
century, S. Smale writes

“But real number computations and algorithms which work only in exact arith-
metic can offer only limited understanding. Models which process approximate
inputs and which permit round-off computations are called for.”

— S. Smale (from the list of mathematical problems for the 21st century [91])

Merging both Smale’s 9th problem and limitations on representing data exactly yield an ex-
tension of Smale’s 9th problem; that is, on the possibility of designing strongly polynomial time
algorithms that work on inexact data and yield a (potentially) inexact answer. As we shall soon
see, it is a key example of GHA in practice.

4.1. Inexact input – a realistic model of computation. We can formalise inexactness as fol-
lows. We fix the parameters c, δ, λ and τ in the problems from §2.1. Instead of being able to
access elements of (y,A) we assume that an algorithm accesses approximations. For example, if
we try to solve an LP problem which consists of a matrix A ∈ Rm×N and a vector y ∈ Rm, our
algorithm cannot see A or y but instead has access to an oracle Ovec : N → Rm and an oracle
Omat : N → Rm×N such that

∥Omat(k)−A∥∞, ∥Ovec(k)− y∥∞ ≤ 2−k, ∀ k ∈ N, (4.1)

where the infinity norm of a matrix should be interpreted as its maximum (in absolute value)
entry. More generally, we can embed some subset Ωm,N of relevant pairs (y,A) into a space Rn,
and then, for each ι ∈ Ωm,N , consider any oracle O(k) satisfying

∥O(k)− ι∥∞ ≤ 2−k ∀ k ∈ N. (4.2)

In the Turing model [93, 97] the machine queries O via an oracle tape, while in the BSS model
[28,29] it uses an oracle node. This “inexact input” extension of the computational model appears
widely in the mathematical literature; see e.g. [27, 43, 49, 50, 71, 74]. We can even analyse com-
plexity in this setting: we assume that the cost of accessing O(k) is bounded by poly(k) times
the dimensions of n. We extend this concept to a set Ω of varying dimensions in the obvious way.

We can now consider algorithms to be maps from the space of possible oracles to a candidate
solution x̃ that can be implemented on a Turing machine or BSS machine. For an integer K, we
say that an algorithm Γ produces K correct digits of output accuracy on input ι ∈ Ω, if, for every
O as in (4.2), we have that there exists x̃ ∈ Ξ(ι) so that

∥Γ(O)− x̃∥ ≤ 10−K (4.3)

(the norm ∥·∥ can be taken to be any ℓp norm in the remainder of this section). Informally, for each
choice of Ξ in §2.1, we write ∥Γ(ι)−Ξ(ι)∥ ≤ 10−K if for every choice of O representing ι, there
is at least one x̃ so that (4.3) holds. This models the idea that an algorithm is able to take these
oracles for inexact input and produce some approximate minimiser for each of the optimisation
problems listed above.

One crucial consequence of this definition is that we only consider the algorithm to have pro-
duced K correct digits if it does so for every oracle O that satisfies (4.2); in this sense, the
algorithm must be oracle-agnostic. However, the exact x̃ that the algorithm should approximate
may depend on the choice of O . Of course, if there are some choices of oracle for which we
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are unable to obtain a suitable approximation then we cannot consider an algorithm implemented
with inexact arithmetic (as is the current standard) to be trustworthy.

If Ωm,N ⊂ Rm×(m×N) is a non-empty set of relevant inputs for optimisation problems (as in
§2.1) with dimensions m,N (so (y,A) ∈ Ωm,N =⇒ y ∈ Rm, A ∈ Rm×N ), we can generalise
the above and consider a set of inputs Ω which encompasses many dimensions, so that Ω is of the
form

Ω =
∞⋃

N>m≥4

Ωm,N , (4.4)

With the above notation, we obtain the following theorem.

Theorem 4.1 (The extended Smale’s 9th problem - computing solutions [17]). For each of
the problems listed in (2.3)–(2.7) from §2.1 and for suitable choices of parameters c, δ, λ
and τ , we have the following. Let K > 2. There exists a set Ω = Ω(K) as in (4.4) such
that each of the following hold:

i) No algorithm can produce K correct digits on each input in Ω as in (4.3).
ii) There does exist an algorithm (a Turing or a BSS machine) that producesK−1 correct

digits for all inputs in Ω. However, any such algorithm will need an arbitrarily long
time to achieve this. In particular, for any fixed dimensions m, N , any T > 0, and
any algorithm Γ, there exists an input ι ∈ Ω with ι ∈ Rm × Rm×N such that either
Γ (on input ι) does not produce K − 1 correct digits for Ξ(ι) or the runtime of Γ on ι
exceeds T .

iii) There exists a polynomial pol : R → R, as well as a Turing machine and a BSS
machine that both produce K − 2 correct digits for all inputs in Ω, so that the number
of arithmetic operations for both machines is bounded by pol(n), where n = m+mN

is the number of variables, and the largest k required from the oracle (4.2) is bounded
by pol(log(n)). Moreover, the space complexity of the Turing machine is bounded by
pol(n).

This is a very natural example of GHA in practical machine learning. The proof of the theorem
constructs a class of inputs for which computing K digits is impossible, asking for less accuracy
by computing K − 1 digits can take arbitrarily long, whereas asking for even less accuracy by
trying to compute K − 2 digits is achievable in a natural analogue of strongly polynomial time.

Remark 4.2. Of course, as stated in the theorem, the collection of inputs Ω(K) used to demon-
strate Theorem 4.1 must depend on K.

Remark 4.3 (Condition does not affect Theorem 4.1). The statements (i) - (iii) above are true
even when we require the input in each Ω to be well-conditioned and bounded from above. In
particular, for any input ι = (y,A) ∈ Ω(K) we have ∥y∥∞ ≤ 2, and ∥A∥max = 1 and the
standard condition number of AA∗, given by ∥(AA∗)−1∥2∥AA∗∥2, is at most 4. In addition,
condition numbers which are perhaps better suited to optimisation like the feasibility condition
number which is large if a problem is close to infeasible, and the condition of a map which
measures the relative change in the map Ξ (with the choice of Ξ taken from §2.1), can be bounded
by 4 and 200 respectively. For more details see [17].
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Remark 4.4 (Choice of parameters). It suffices to choose any parameters in Theorem 4.1 so that
c is a vector with every coordinate set to 1 and so that δ ∈ [0, 1], λ ∈ (0, 1/3], and τ ∈ [1/2, 2],

In light of the discussion in §2.2, the reader may wonder what happens if we allow random-
ness. Could it be the case that using a randomised algorithm allows us to solve these problems
and avoid the GHA phenomenon? An extension of the above theorem shows that this is impossi-
ble.

Theorem 4.5 (The extended Smale’s 9th problem - randomised algorithms [17]). With the
same choice of Ω = Ω(K) as above (in Theorem 4.1), we have the following.

(i) For any p > 1
2 , no randomised algorithm can produce K correct digits with probabil-

ity greater than or equal to p on each input in Ω.
(ii) If we allow randomised algorithms with a non-zero probability of not halting (not

producing an output), then, for any p > 2
3 , no such algorithm can produce K correct

digits with probability greater than or equal to p on each input in Ω. However, there
does exist such an algorithm that can produceK correct digits on each input in Ω with
probability 2/3.

(iii) For any randomised algorithm Γran and p < 1/2, as well as any T > 0 and fixed
dimensions m,N there exists an input ι ∈ Ω, with ι ∈ Rm × RN such that

P
(
Γran(ι) does not produce K − 1 correct digits for Ξ(ι)

or the runtime of Γ on ι exceeds T
)
> p.

In other words, the GHA phase-transition phenomenon observed in Theorem 4.1 is preserved
even when we use randomness, provided we expect our algorithms to avoid failing with probabil-
ity greater than 1/3 (which can be strengthened to 1/2 if we also insist that our algorithm always
halts). The precise analysis and proofs of the above results are established in [17]. This paper
considers scenarios that occur when fusing Smale’s 9th problem and considerations on inexact
input. Theorem 4.1 and Theorem 4.5 show just how delicate this question is if we work in an
inexact model as is done in practice.

4.2. Consequences of GHA in ML – Proving existence of neural networks is not enough.
Theoretical results in the mathematics of deep learning often assert that there exists a neural
network with specified properties – frequently as a (possibly approximate) minimiser of an opti-
misation problem. In view of the above results, this raises a fundamental question:

Q4. When a theorem guarantees the existence of such a neural network (e.g., as a min-
imiser), how do we know that it can be computed to a specific accuracy?

The preceding question cannot be addressed without the GHA framework. As shown above,
even classical convex optimisation problems – including linear programming, LASSO, and Basis
Pursuit – exhibit GHA. The same phenomenon arises when computing optimal neural networks
for inverse problems. In § 5.1 we prove the existence of an optimal network but show that it can
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be computed only up to a fixed accuracy, even with randomised algorithms. Consequently, Q4
reduces to the central question in GHA:

Q5: Given a computational problem, what is the approximation threshold ϵ1 ≥ 0 – or the
approximation thresholds ϵ1, . . . , ϵn ≥ 0 (see (3.3))?

In particular, beyond a mathematical theory of existence of neural networks and their approxi-
mation properties, we need a framework that characterises the approximation thresholds of the
computational problems involved in computing the desired networks (see also [1, 57]). This be-
comes a classification theory in GHA.

5. GHA IN DEEP LEARNING FOR INVERSE PROBLEMS

We recall the inverse problem from (2.1), and the reconstruction map Ψ from (2.2). In partic-
ular, let A : RN → Rm be a linear mapping with non-trivial kernel and M1 ⊂ RN be the model
class. Given measurements y = Ax+ e, with x ∈ M1, we want to reconstruct an approximation
to x ∈ M1, where e ∈ Rm is a noise vector. That is, we want to find Ψ : Cm → CN such that

Ψ(Ax) ≈ x, x ∈ M1. (5.1)

Problems of this form have been studied extensively in sparse recovery and compressed sensing,
particularly when M1 denotes a class of sparse or structured-sparse vectors [2–4, 13, 16, 26, 31,
35, 44, 45, 68, 69]. In this setting the reconstruction map is defined by the basis pursuit denoising
problem

Ψ(y) := argmin
x

∥x∥1 subject to ∥Ax− y∥2 ≤ δ, (5.2)

where the tolerance δ ≥ 0 is chosen to reflect the noise level. Moreover, under suitable assump-
tions, Ψ in (5.2) can be shown to be optimal [39]. We have discussed the computational properties
of this map in §4. More recently, a growing literature has introduced AI-driven methods for tack-
ling similar problems [10,54,58,67,77,84]. However, in this case, M1 may not be the collection
of sparse vectors with certain sparsity. Thus, we are presented with a new fundamental problem
on the optimality of the reconstruction map. Clearly, we want to construct the best possible Ψ,
which leads to the following question.

Q6: Given A ∈ Rm×N and the model class M1 ⊂ RN in (5.1), what is the optimal choice
of Ψ in (5.1), and can an optimal choice of Ψ be computed if we can prove the existence of
an optimal Ψ?

5.1. Optimality of neural networks for underdetermined linear systems. In order to address
question Q6 we first need to define what we mean by optimality. Fortunately, such optimal maps
have already been a focal point in approximation theory, and we follow the framework in [39]
when defining optimality.

Definition 5.1 (Optimality of reconstruction maps [39]). LetA : RN → Rm be linear, M1 ⊂ RN

and M2 := A(M1). Define the optimality constant for the pair (A,M1) as

copt(A,M1) = inf
φ :M2⇒RN

sup
x∈M1

dH1 (φ(Ax), x),
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where dH1 denotes the Hausdorff metric (in particular, for a non-empty set M ⊂ RN we have
dH1 (M,x) = supx̃∈M ∥x̃ − x∥2 and if φ is single-valued then dH1 (φ(Ax), x) = d1(φ(Ax), x)).
Here, the double arrow notation ⇒ denotes that the mapping can be multivalued. We define a
family of approximately optimal maps of (A,M1) as follows. We say that φϵ : M2 ⇒ RN is a
family of approximate optimal maps of (A,M1) if for all ϵ ∈ (0, 1],

sup
x∈M1

dH1 (φϵ(Ax), x) ≤ copt(A,M1) + ϵ, (5.3)

that φϵ is ϵ-optimal, and that φ0 is an optimal map for (A,M1) if φ0 satisfies (5.3) with ϵ = 0.

To understand the success of deep learning approaches to inverse problems it thus becomes
crucial to ascertain whether or not there exist neural networks that are optimal maps – or ϵ-optimal
– for different underdetermined inverse problems. However, the existence of an optimal neural
network is not enough. We also need to find a procedure that will allow us to find something close
to an optimal neural network, if one exists.

More precisely, given A as above and ℓ ∈ N, we define the class Tℓ(A) of all training sets with
ℓ elements is defined as

Tℓ(A) :={T ∈ (RN × Rm)ℓ | T = ((xk, yk))ℓk=1 with ∥xk∥2, ∥yk∥2 ≤ 1 (5.4)

and yk = Axk, (xk, yk) ̸= (xj , yk) for every j, k ∈ {1, 2, . . . , ℓ} with j ̸= k}.

In short, to evaluate whether or not a deep learning based approach can address the inverse
problem from (2.1), we can further analyse Q6 by studying the following questions:

Let A ∈ Rm×N be given, let Ω ⊂ Tℓ(A) be a collection of training sets, and assume that
there is some prescribed way of associating to each training sample T ∈ Ω an initial domain
M1(T ) ⊂ RN .

Q6i: Does there exist, for each T ∈ Ω and each ϵ ≥ 0, a neural network that is ϵ-optimal
for the inverse problem (A,M1(T ))?

Q6ii: Does there exist an algorithm Γ that, for each T ∈ Ω, can produce a neural network
that is ϵ-close to an optimal neural network for the inverse problem (A,M1(T ))?

We can formalise Q6ii in the following way: fix an A : RN → Rm, and consider a collection
Ω ⊂ Tℓ(A) of training sets T . For reasons that will become clear, we consider

M1(T ) := {x | (x, y) ∈ T }. (5.5)

That is, we study the problem of computing neural networks that have optimal performance on
the training set T for each T ∈ Ω. The motivation for this is to get the strongest possible negative
results. In particular, if the answer to question Q6ii is negative for the choice of M1(T ) as in
(5.5), any hope of computing an optimal NN on more general choices of M1(T ) will be gone
(under the weak assumption that each (x, y) ∈ T has x ∈ M1(T ) – in some sense, that the
training set is relevant to the inverse problem).

Next, we can precisely state the goal of Q6ii. Our aim will be to compute a mapping

Ξ : Ω ⇒ NNm,N , where Ξ(T ) :=
{
N

M1(T )
opt |NM1(T )

opt is optimal for (A,M1(T ))
}
, (5.6)
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where we recall that NNm,N is the set of neural networks taking Rm → RN . Note the necessary
double arrow notation ⇒, indicating that the map can be multivalued, because the optimal neural
network may not be unique. Thus, the map Ξ can be multivalued. If Ξ(T ) is non-empty for each
T ∈ Ω then the answer to Q6i is positive. Our task is to compute N

M1(T )
opt – or more precisely,

one of the optimal neural networks.
As in §4, a consequence of the use of floating point arithmetic is that we must analyse com-

putations in the presence of inexact arithmetic. This is especially crucial given the applications
of inverse problems include classical examples like the subsampled MRI or CT problem wherein
A contains irrational numbers taken from entries of the discrete Fourier transform. Following §4,
we assume that we cannot see elements of a training set T = ((x1, y1), (x2, y2), . . . , (xℓ, yℓ))

with exact arithmetic. Instead, we consider oracles O1
x,O

2
x, . . . ,O

ℓ
x each mapping N to RN and

O1
y ,O

2
y , . . . ,O

ℓ
y each mapping N to Rm such that

∥O i
x(k)− xi∥∞, ∥O i

y(k)− yi∥∞ ≤ 2−k (∀ i ∈ {1, 2, . . . , ℓ}, ∀ k ∈ N). (5.7)

As in (4.2), we can condense (5.7) so that after embedding Ω into Rn, we consider O such that,
for some T ∈ Ω ⊂ Rn and all k ∈ N we have

∥O(k)− T ∥∞ ≤ 2−k (∀ T ∈ Ω, ∀ k ∈ N). (5.8)

We say that such an O corresponds to T . We once again require that a successful algorithm
should work correctly on any T ∈ Ω and any choice of oracles corresponding to T . Thus we
have the following definition:

Definition 5.2 (Computing Ξ to ϵ-accuracy). We say that the mapping Ξ in (5.6) can be computed
to ϵ-accuracy if there exists an algorithm Γ such that for any T ∈ Ω

inf
N

M1(T )
opt ∈Ξ(T )

sup
y∈

⋃
T ∈Ω

A(M1(T ))
∥Γ(O, ϵ)(y)−N

M1(T )
opt (y)∥2 ≤ ϵ, ∀O corresponding to T . (5.9)

Similarly, such a Γ is said to compute Ξ to ϵ-accuracy.

The following theorem applies to any A ∈ Rm×N with N > m, provided that the spectrum of
AA∗ is bounded from below.

Theorem 5.3 (GHA – Phase transitions for computing optimal NNs [53]). For any rational
ϵ1 ∈ (0, 3/16] there exists a domain Ω ⊂ Tℓ(A) of training sets and a set of corresponding
initial domains {M1(T ) : T ∈ Ω} such that Ξ(T ) ̸= ∅ for each T ∈ Ω and each of the
following occur simultaneously:

(i) No (randomised) algorithm can approximate any optimal neural network NM1(T )
opt ∈

Ξ(T ) for all choices of oracle and T ∈ Ω to accuracy ϵ1 (with probability greater
than p > 1/2 in the randomised case – this is even the case if the algorithm has a
non-zero probability of not halting).

(ii) There is an algorithm Γ such that Γ computes Ξ to ϵ accuracy for all dyadic ϵ > 2ϵ1

(in the sense of (5.9)).

Remark 5.4 (No p = 2/3 randomised algorithm with non-zero probability of not halting). In the
setting of §4, the phase transitions discussed in Theorem 4.5 yield randomised algorithms with a
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non-zero probability of not halting which succeed with probability p = 2/3. This is not the case
for the generalised hardness of approximation phenomenon described in Theorem 5.3; the largest
guaranteed probability of success here is 1/2. This distinction can be interpreted as a ‘harder’
phase transition than in Theorem 4.5.

Theorem 5.3 establishes the existence of algorithms if the required accuracy is worse than 2ϵ1,
and the non-existence of algorithms if we ask for better accuracy than ϵ1. It is therefore natural
to ask about the behaviour of algorithms in-between, that is, if we ask for an accuracy between ϵ1
and 2ϵ1. This is the situation discussed in Theorem 5.5. Perhaps surprisingly, in this scenario we
observe a phase transition in the available stability of the computed neural networks.

To make this formal recall that for a function N : Rm → RN we define the global Lipschitz
constant L by

L(N) = sup
y,z∈Rm, y ̸=z

∥N(z)−N(y)∥p
∥z − y∥p

We can analyse stability by examining the Lipschitz constant. More precisely, for D > 0,we can
define a restriction ΞD : Ω ⇒ NNm,N of Ξ so that ΞD only yields neural networks which are
D-Lipschitz. Succinctly,

ΞD(T ) :=
{
N

M1(T )
opt ∈ Ξ(T ) | L(NM1(T )

opt ) ≤ D
}
. (5.10)

Note that ΞD(T ) could potentially be empty for small values of D.
If we want a stable network, we thus insist that ΞD is both non-empty and can be computed.

Theorem 5.5 analyses this situation:

Theorem 5.5 (Instability of NNs in inverse problems as a result of GHA [53]). Consider
Theorem 5.3. For the same ϵ1 ∈ (0, 3/16], domain Ω ⊂ Tℓ(A) of training sets and a set of
corresponding initial domains {M1(T ) : T ∈ Ω} as in Theorem 5.3, there exists a T1 in Ω

and a D > 0 so that

(i) ΞD(T1) ̸= ∅ that is, there exists an optimal neural network NM1(T1)
opt for T1 such

that the Lipschitz constant L(NM1(T1)
opt ) ≤ D. Yet, there is an oracle O correspond-

ing to T1, such that for anyK > 0, δ ∈ (0, ϵ1) and any algorithm Γ̂ which computes
Ξ to ϵ accuracy (with ϵ ∈ (ϵ1, 2ϵ1 − δ]) we have the following: for every η > 0

there exists a y ̸= 0 with ∥y∥2 ≤ η and

∥NO,ϵ(0)−NO,ϵ(y)∥2
∥y∥2

> K. (5.11)

where NO,ϵ is the neural network produced by Γ̂ on input O and ϵ.
(ii) By contrast, if every element of the spectrum of AA∗ is at least β > 0 then the

algorithm Γ from Theorem 5.3 part (ii) can be constructed so that, on any input
O and ϵ > 2ϵ1, Γ always produce a neural network NO,ϵ with global lipschitz
constant satisfying L(NO,ϵ) ≤ 2/β.

In short, (5.11) demonstrates the instability issue that follows from demanding that Γ̂ produces
neural networks with accuracy between ϵ1 and 2ϵ1. In fact, this instability is arbitrarily bad and



GENERALISED HARDNESS OF APPROXIMATION, HALLUCINATIONS AND TRUSTWORTHINESS 17

is local around 0. It should be noted that the construction of T1 ensures that (x, 0) ∈ T1 for some
x ∈ RN , so it is not unnatural to analyse the stability of NO,ϵ around 0.

The contrasting result shown in Theorem 5.5 part (ii) is a strong bound on the stability of NO ;
unlike the local bound in part (i), the bound in part (ii) is a bound on the global lipschitz constant.

5.2. Consequences of GHA in inverse problems – Accuracy-stability trade-off. The accuracy–
stability trade-off in AI methods for inverse problems is widely documented empirically [6, 41,
54, 56] and, to a lesser extent, theoretically [41, 56]. Theorems 5.3 and 5.5 sharpen this picture.
In brief, they show that for any A ∈ Rm×N with N > m, any ϵ1 ∈ (0, 3/16], and assuming
the spectrum of AA∗ is bounded below (i.e., bounded away from 0), there exist training sets for
which:

(I) An optimal neural network for the inverse problem exists, yet it cannot be computed to
accuracy better than ϵ1.

(II) One can compute an approximation to the optimal neural network to accuracy > 2ϵ1 –
such that the approximate neural network is also stable.

(III) Any attempt to compute an optimal neural network to accuracy < 2ϵ1 produces a neural
network that is arbitrarily unstable, even though a stable optimal network does exist.

Together, these results provide a rigorous explanation of the observed accuracy-stability tension.
Paradoxically, attempts to compute a neural network with sufficiently high accuracy yield arbi-
trarily unstable reconstruction methods. By contrast, if the computed neural network’s accuracy
remains below a critical threshold (not too accurate), stability is attainable. Thus there is an
accuracy-stability trade-off: exceeding the threshold in accuracy precipitates instability.

Remark 5.6 (GHA and compressed sensing). In the field of compressed sensing the phenomenon
of GHA is present, however, in a very subtle way. Indeed, because of the standard assumption in
compressed sensing that the measurement matrixA in (2.1) satisfies the robust null space property,
the approximation threshold ϵ1 > 0 is on the level of the δ in the basis pursuit problem (2.4) –
see [3,17] for details. Hence, the GHA phenomenon can be controlled when there are appropriate
assumptions on the measurement matrix A linking it to M1. This example from compressed
sensing illustrates the challenge of controlling GHA in machine learning, as extra assumptions
need to be incorporated in the training process. This is highly non-trivial, as Theorems 5.3 and 5.5
demonstrate that such assumptions must create limitations on the training data.

6. HALLUCINATIONS IN AI FOR INVERSE PROBLEMS – DETAIL TRANSFER

Hallucinations in AI methods for inverse problems [41,54,56] are caused by different phenom-
ena. In this section we cover detail transfer, that can cause AI methods to hallucinate, regardless
of whether they are stable or not. Hallucinations due to instability are covered in §7.2. We recall
from above that to solve the inverse problem (2.1), the aim is to construct a reconstruction map:

Ψ : Cm → CN , Ψ(Ax) ≈ x, x ∈ M1, (6.1)

where we assumes that the desired images x belong to a model class M1 ⊂ CN . However, the
following theorem below makes no assumption on how Ψ was constructed, nor about the model
class.
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xbr + xth + xmi xbr + xth xbr

Ψ(A(xbr + xth + xmi)) Ψ(A(xbr + xth)) Ψ(Axbr)

FIGURE 2. (Hallucinations due to detail transfer). A trained NN Ψ: Cm →
CN accurately recovers the image in the first column. But it hallucinates by
incorrectly transferring the ‘Mickey Mouse’ detail xmi in the first column when
recovering the images in the second and third columns. The measurement matrix
is a subsampled Fourier transform with m/N = 20%, which models an MRI
acquisition with 5-fold acceleration. See [56] for further details. Note that the
NN does not transfer the ‘Thumb’ detail xth. Theorem 6.1 explains why this is
the case.

Theorem 6.1 (Hallucinations from detail transfer in inverse problems [56]). Let A ∈
Cm×N , δ, c > 0 and xDet ∈ CN with ∥AxDet∥p ≤ δ.

(i) (Ψ hallucinates by transferring details). Let Ψ: Cm → CN have L(Φ) ≤ c and sup-
pose that

∥Ψ
(
A(x+ xDet)

)
− (x+ xDet)∥p ≤ δ. (6.2)

for some x ∈ CN . Then for every e ∈ Bp
δ (0), there is a z ∈ CN with ∥z∥p ≤ (1+2c)δ

such that
Ψ(Ax+ e) = x+ xDet + z. (6.3)

(ii) (There always exists a NN that hallucinates). For any dimensions (N, L) with N0 = m

and NL = N , there is a Ψ̃ ∈ NN (N, L) satisfying (6.2) and L(Ψ̃) ≤ c.

Suppose that δ > 0 is small. Theorem 6.1 establishes that a detail xDet embedded in the image
x′ := x + xDet will be transferred onto the detail-free image x when Ψ is given either noisy or
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noiseless measurements of the form Ax + e, where e ∈ Bp
0(δ). Crucially, Theorem 6.1 becomes

relevant when ∥xDet∥p ≫ δ ≥ ∥AxDet∥p, indicating that the detail is significant (i.e. large in
norm) but yields small measurements. This situation can easily occur when A has a non-trivial
kernel N (A) (i.e., rank(A) < N ), which is typical in many applications (for example, when
m < N ). It may also arise if N (A) = {0} (i.e., rank(A) = N ) but A is ill-conditioned. Note
that Theorem 6.1 does not require the map Ψ to be unstable. Hallucinations arising as a result of
instability are discussed later in this article. Figure 2 illustrates a representative example of this
result. The ‘Mickey Mouse’ detail xmi ∈ N (A), while the ‘Thumb’ detail xth has comparatively
large measurements, namely ∥Axth∥p ≫ 0. The NN is trained to reconstruct the image xbr +
xth + xmi. As a consequence, it mistakenly transfers the detail xmi, whereas the detail xth is
handled correctly (i.e., it is not transferred).

6.1. Coping with hallucinations coming from detail transfer – No free lunch. Theorem 6.1
shows that there is an accuracy-hallucination trade-off. If the map Ψ performs too well on a cer-
tain image x1 with detail lying close to N (A), then it will hallucinate, by incorrectly transferring
this detail to another image x2. Thus, the only way to protect against detail transfer in theo-
rem 6.1 is to link the null space N (A), the (implicit) model class M1 and the reconstruction map
Ψ. In the previous example, for instance, this means that Ψ must not be allowed to recover both
xbr + xth + xmi and xbr + xth accurately. But this can only be achieved by imposing conditions
on A, M1 and Ψ.

In terms of what conditions may be required, recall classical model-based methods such as
sparse regularization. Here, M1 is the set of approximately sparse images in some transform
(e.g., wavelets), and the theory of compressed sensing links N (A), M1 and the reconstruction
map Ψ via assumptions such as the robust Null Space Property [3]. These assumptions mean
that such methods typically avoid the conclusions of Theorem 6.1. A key aim of AI-based meth-
ods is to outperform model-based methods by dispensing with such careful, handcrafted design.
However, if such conditions are absent, then, as Theorem 6.1 shows, hallucinations are inevitable.
This observation presents a revision of the prospects for AI in inverse problems. When first intro-
duced, the initial hope [102] was that AI-based methods could circumvent careful mathematical
modelling, and simply learn a good reconstruction map Ψ and (implicit) model class M1 from
training data, regardless (and even without knowledge) of A [102]. Theorem 6.1 shows this is
generally impossible – there is no free lunch.

7. THE INSTABILITY PHENOMENON IN MODERN AI

The instability phenomenon in modern AI methods based on neural networks seems universal,
and it is crucial to understand this global phenomenon. Hence, to provide a more complete picture,
we consider the issue of instability in inverse problems in addition to instability in classification.
The latter phenomenon was discovered several years before the former. Interestingly, while these
phenomena are very similar, the mathematical explanations are rather different.

7.1. Instability in classification problems & adversarial attacks. Instability in classification
problems – which renders them susceptible to adversarial attacks – is arguably one of the most
well-known mechanism for hallucinations and errors in modern AI. It is of particular importance
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Original Mole Perturbed Mole
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Model confidence Model confidence

FIGURE 3. AI-generated misdiagnosis
and unstable confidence estimation.
Left: Dermatoscopic image of a benign
melanocytic nevus along with the diagnostic
probability computed by a deep NN. Right:
Combined image with a slight perturbation
and the diagnostic probabilities from the
same deep NN (Source: Science [52]). The
NN provides an incorrect diagnosis due to a
small perturbation.

in computer vision, wherein small changes can impact the ability of a classifier to identify an ob-
ject or its properties (see Figure 3). While this phenomenon was initially observed through empir-
ically [95], there have since been a number of theoretical approaches to understanding adversarial
attacks. Broadly speaking, instability can be shown to result from: random networks having a
high probability of being unstable, as shown through concentration of measure arguments; com-
plexity or data issues (e.g., insufficient data or computational time to recover a suitable network);
and from training picking up unstable features. We discuss each of these in turn.

7.1.1. Random networks. [12] shows that if the weights of a NN are i.i.d. normal random variables
and the smallest layer is not significantly smaller than the widest layer, then the network will be
vulnerable to adversarial attacks. This result is intriguing because it suggests that, in some sense,
networks susceptible to adversarial attacks are ‘typical’ in the space of networks. However, it
does not explain why a particular network trained using a process like stochastic gradient descent
would be prone to such attacks.

7.1.2. Concentration of measure arguments. If the number of neurons is large or the dimension-
ality is high, concentration of measure arguments show that adversarial attacks become inevitable.
This is the case in [46] and [55] which ‘hypothesize[s] that [adversarial attacks are] due to the
high-dimensional geometry of data manifolds’. There is some debate over whether improving
a classifier’s performance on data before considering stability helps or harms robustness: [55]
provides an example where it is necessary to do so, whereas works like [96] argue the opposite,
asserting that robustness and accuracy cannot be simultaneously achieved. Moreover, some of
these arguments have been criticized for being overly broad, particularly when applied to classi-
fiers assumed to be robust on the same dataset. As noted in [89], ‘their bounds also apply to the
human visual system. However, an important aspect of adversarial examples is that they often
fool current classifiers, yet are still easy to recognize for humans.’

Concentration of measure arguments have further implications. Consider the problem of build-
ing a classifier on either the unit sphere or unit cube, with an associated probability distribution
for samples from these spaces. If the probability distribution has a sufficiently small supremum
or the dimension grows, [90] shows that adversarial attacks become inevitable or the classifier
performs poorly on the original dataset. This uses the isoperimetric inequality and applies to gen-
eral classifiers, which makes this argument susceptible to the criticism above. Meanwhile, [98]
gives general conditions that imply a high dimensional classifier will be susceptible to adversarial
attacks without the isoperimetric inequality.
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7.1.3. Complexity/computability or data issues. In some cases, there provably exists a stable
NN, but it is difficult or impossible to compute it. This can happen because not enough samples
of the data were retrieved to get the right network (e.g. [89]) or because there is an inherent
computational complexity or computability issue in getting a stable network [32] – as discussed
in the previous section.

7.1.4. Training picks up unstable correlating features. A different scenario occurs when stable
features exist, but the AI (during training) learns correlated features that are unstable. This ar-
gument is made in [66], while [47] provides an example of this phenomenon by considering two
classes: the first contains images with vertical lines, whereas the second consists of horizontal
lines with a tiny perturbation added to the background. A classifier attempting to distinguish
between these classes instead learns the background, which is unstable. The phenomenon of
correlating features is widespread, as highlighted by Y. LeCun:

“It’s difficult to collect large amounts of labeled data that are not biased in some
way. I’m not necessarily talking about societal bias, but about correlations in the
data that the system should not be using.” – Y. LeCun (2022) IEEE Spectrum.

Theorem 7.1 (with a summary in Figure 4) shows a marriage of the previous two categories. In
this situation, a stable classifier will exist, but is difficult to find and so instead unstable correlating
structures will be acquired and hence any training procedure will lead to an unstable classifier.

Theorem 7.1 (Instability of trained NNs despite existence of a stable NN [18]). Fix d ≥ 2.
There is an uncountable collection C1 of classification functions f : [0, 1]d → {0, 1} and
a constant C > 0 such that the following holds. For every f ∈ C1, any norm ∥ · ∥ and
every ϵ > 0, there is an uncountable family C2 of probability distributions on [0, 1]d so
that for any D ∈ C2, any N and L with L > 2 and NL = 1, and any p ∈ (0, 1), if we
draw training data T = {x1, . . . , xr} and test data V = {y1, . . . , ys}, where the xj and yj

are drawn independently at random from D, the following occur with probability exceeding
1− p provided that r is sufficiently large:

(i) (Great generalisability) For every R with R(v, w) = 0 iff v = w (e.g. Cross-
Entropy loss), there exists an NN ϕ that minimises R over possible NN (N, L) and
ϕ(x) = f(x) for all x ∈ T ∪ V .

(ii) (Any successful NN with these fixed dimensions is universally unstable) Yet, for
any neural network ϕ̂ ∈ NN (N, L) (and thus, in particular, for ϕ̂ = ϕ) and any
monotonic g : R → R, there is a subset T̃ ⊂ T ∪V such that there exist uncountably
many universal adversarial perturbations η ∈ Rd so that for each x ∈ T̃ we have

|g ◦ ϕ̂(x+ η)− f(x+ η)| ≥ 1/2, ∥η∥ < ϵ, |Supp(η)| ≤ 2. (7.1)

The set T̃ can be arbitrarily large by taking r arbitrarily large.
(iii) (Other stable and accurate NNs exist) However, there exists a stable and accurate

NN ψ ∈ NNd,1 that satisfies ψ(x) = f(x) for all x ∈ B∞
ϵ̂ (T ∪ V), when ϵ̂ ≤

(Cp/(r ∨ s))4.
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FIGURE 4. Training with fixed architecture yields instability: variable di-
mensions for NNs is necessary for stability. A visual interpretation of theo-
rem 7.1. A fixed dimension training procedure can lead to excellent performance
and yet be highly susceptible to adversarial attacks, even if there exists a NN
which has both great performance and excellent stability properties. However,
such a stable and accurate ReLu network must have variable dimensions depend-
ing on the input.

The three parts of Theorem 7.1 demonstrate how adversarial attacks can occur. Specifically,
training a NN with a simple cross-entropy cost function can give us the impression that the NN
works well, on both the training and a test set. However, the NN we recover is unstable (and the
same perturbation can be applied to change the class of a large set, known as universal instability).
This instability applies in the presence of any choice of function g used to transition between the
output of the NN and a confidence value for the classifier. The perturbations involved are small,
both in norm and in the sense that they only change two components. A consequence of (7.1) is
that even a regularised cost function will lead to either instability or poor generalisability. Despite
this, there is a stable NN out there, but a standard training procedure cannot recover it, so that the
stable classifier exists but is difficult to find.

LeCun’s comments above on the difficulty of avoiding unwanted correlations directly apply
here. Namely, the proof of Theorem 7.1, as presented in [18], shows that the reason that the
network performs well in the part (i) is that it finds an unstable correlation. This correlation is in
some sense easy to find, but unstable, which results in the poor robustness properties in part (ii).
To summarise, these unstable correlations are the cause of both the great generalisation of the NN
and the unwanted instability.

7.2. Instabilities in inverse problems and imaging. Much like image classification, AI-based
approaches to inverse problems – recall (2.1) and (2.2) – can exhibit severe instabilities, as shown
in [6]. However, these instabilities do not arise from unstable correlating features. Instead, they
may stem from over- or inconsistent performance of the reconstruction map – a concept explained
below. This phenomenon is highlighted in Theorem 7.2.
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Theorem 7.2 (Instabilities in inverse problems [56]). Let Ψ: Cm → CN be continuous and
p ∈ [1,∞] satisfy

∥Ψ(Ax)− x∥p < η, ∥Ψ(Ax′)− x′′∥p < η, ∥A(x− x′)∥p ≤ η, (7.2)

for some A ∈ Cm×N , x, x′, x′′ ∈ CN and η > 0. Then the following hold.

(i) (Ψ is unstable) There is a δ1 > 0 such that, for all ϵ ≥ η, if ỹ ∈ Bp
δ1(y) and y = Ax

then
Lϵ(Ψ, ỹ) ≥ 1

η

(
∥x− x′′∥p − 2η

)
. (7.3)

(ii) (Ψ hallucinates) There exist z ∈ CN with ∥z∥p ≥ ∥x − x′′∥p (e.g., z = x′′ − x),
e ∈ Cm with ∥e∥p ≤ η, and δ2 > 0 so that ∥Ψ(Ax̃ + ẽ) − (x̃ + z̃)∥p ≤ η, ∀ x̃ ∈
Bp
δ2(x), ẽ ∈ Bp

δ2(e), z̃ ∈ Bp
δ2(z).

Following the discussion in [56], to explain the concepts of over- and inconsistent performance
we consider the following examples.

Example 7.3. If x′′ = x′ and ∥x− x′∥p > 2η, then (7.2) asserts that Ψ overperforms: it recovers
two images x and x′ well, whose measurements are Ax and Ax′ are very close. The result is that
Ψ is unstable and it hallucinates, with both effects becoming worse as η decreases. Moreover,
because both effects occur in balls, they are not rare events. On the other hand, suppose that x′

and x are close, but x′′ is far from x, i.e., ∥x − x′′∥p > 2η. Then (7.2) asserts that Ψ performs
inconsistently: it recovers x well, x′ poorly, despite x and x′ having similar measurements. Then
Ψ necessarily that Ψ is unstable and hallucinates. In Figure 5 we show several examples of these
effects, where hallucinations and errors are caused by small random perturbations.

7.3. Coping with instabilities in AI methods – The accuracy-stability trade-off. Theorem
7.1 demonstrates a clear challenge in our existing approach to machine learning. Namely, it will
be impossible to overcome instability in classification without changing the training procedure to
make use of a varying structure for the trained NN. Training with a fixed number of nodes will (for
some classification problems) create a network that either performs poorly or picks up unstable
correlations. Hence, current techniques are subject to an accuracy-stability trade-off. However,
as Theorem 7.1 shows, there is scope for a new class of algorithm design that may resolve the
instability issues. Yet, as we have seen, computing stable NNs (even though their existence may
be guaranteed) could be impossible and an understanding of the links to the foundations of com-
putational mathematics will be necessary.

Theorem 7.2 also implies an accuracy-stability trade-off. If the reconstruction map Ψ over-
performs (on as few as two images) then it is necessarily unstable, with the instability becoming
arbitrarily large as the performance increases. Thus, an immediate coping mechanism to reduce
instability is to reduce overall performance. There are several ways that this can be achieved. For
example, one can add extra random noise to the training data in the training process. Another
approach is to put restrictions on the Lipchitz constant of the reconstruction map in the training
process [11]. See [41, 54, 56] for practical examples demonstrating such mitigations confirming
the theoretical predictions of the accuracy-stability trade-off.
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Hallucinations with zero-mean Gaussian noise
Instabilities w.r.t. to Gaussian noise with

image independent mean
Noisy image: Noisy image:

|x+ v| |x+ v|
(full size) (cropped)

DeepMRI-net: DeepMRI-net:

|Ψ(A(x+ v))| |Ψ(Ax)|
(cropped) (cropped)

AUTOMAP: AUTOMAP:

Ψ(Ax+ e0) Ψ(Ax+ e1)

(full size) (full size)

AUTOMAP: AUTOMAP:

Ψ(Ax+ e2) Ψ(Ax+ e3)

(full size) (full size)

FIGURE 5. (Hallucinations and instabilities due to random noise) Two DL
methods exhibit hallucinations and instabilities due to random noise. On the
left, the DeepMRI-net [88] reconstruction map is unstable to mean-zero Gaussian
noise v. In this case, the NN hallucinates by removing a key image feature (see
the red arrow). On the right, the AUTOMAP [102] reconstruction map is unsta-
ble to Gaussian noise. The noise vector e0 is drawn from a mean-zero Gaussian
distribution, whereas the means of the distributions used to generate e1, e2 and
e3 are based on three worst-case noise vectors computed for AUTOMAP with
respect to a different image. This makes the noise image independent. The un-
derlying instability of the reconstruction map produces noticeable artefacts in all
cases. The measurement matrix in these experiments is a subsampled Fourier
transform with 33% (left) and 60% (right) subsampling, respectively. See [56]
for further information.
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